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Section 1 

Introduction 

1.1 The Regulation of Investigatory Powers Act 2000 (“RIPA”) provides for public 
authorities to give authorisation to carry out covert surveillance activities. Public 
Authorities include local authorities therefore the Council may itself give an 
authorisation to its officers to carry out covert surveillance subject to approval by a 
Magistrate or a Justice of the Peace. 

1.2 The fundamental premise of RIPA is to ensure that covert surveillance is carried 
out in the appropriate manner. It requires that the public body wishing to carry out 
such surveillance does so after carrying out a balancing exercise in which the need 
for covert surveillance is balanced against the rights of the individual. An 
individual’s right to respect for private and family life is contained within Article 8 of 
The Human Rights Act 1998, which incorporated the European Convention of 
Human Rights into UK law. . 

1.3  Article 8 of The Human Rights Act 1998 provides that: 

1. Everyone has the right to respect for his private and family life, his home and 
his correspondence; and 

2. There shall be no interference by a public authority with the exercise of this 
right except such as is in accordance with the law and is necessary in a 
democratic society in the interests of national security, public safety or the 
economic well-being of the country, for the prevention of disorder or crime, 
for the protection of health or morals, or for the protection of the rights and 
freedoms of others. 

1.4 For covert surveillance to be justified it must be both necessary and proportionate 
having regard to the need to prevent or detect crime or prevent disorder.  If it is 
possible to obtain evidence overtly then this is the method in which it should be 
gathered. 

1.5 Surveillance is covert if, and only if, it is carried out in a manner that is calculated to 
ensure that a person who is subject to surveillance is unaware that it is taking 
place. The definition of surveillance is very wide and includes such activities as: 

 Monitoring, observing or listening to persons, their movements, their 
conversations or their other activities or communication; 

 Recording anything monitored, observed or listened to in the course of 
surveillance; and 

 Surveillance by or with the assistance of a surveillance device. 

1.6 Although the term surveillance covers a wide range of activities, it is important to 
note that RIPA applies only to covert surveillance. If the person who is subject to 
the covert surveillance is aware that it is taking place it will not be necessary to 
obtain authorisations under RIPA. 
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1.7 The purpose of RIPA is to place covert surveillance activities on a lawful footing. 
The impetus for this has arisen from the coming into force of the Human Rights Act 
1998 (‘HRA’). If the Council fails to comply with the HRA it is in breach of statutory 
duty and two possible consequences may follow: 

 any person who has suffered loss due to such breach may claim 
compensation from the Council; and / or 

 any enforcement proceedings brought by the Council against a person who 
has suffered such breach may be subject to ‘collateral challenge’ by way of 
defence of non-compliance by the Council with the HRA. 

1.8 A number of the Council’s activities may involve covert investigations or 
surveillance of individuals and organisations. Service areas in which officers are 
likely to engage in covert surveillance include those dealing with licensing, benefit 
fraud, planning enforcement, noise nuisance and anti-social behaviour. RIPA was 
enacted in order to provide a clear statutory framework for the operation of certain 
investigative techniques and to provide for compliance with the HRA. The use and 
authorisation of covert Directed Surveillance and Covert Human Intelligence 
Sources are of particular relevance to local authorities. Safeguards are necessary 
to ensure that investigative techniques in a particular case are both necessary and 
proportionate to meet law enforcement objectives. Appropriate authorisation 
systems can ensure compliance with these objectives. 

1.9 RIPA assists by: 

 Clarifying what types of covert surveillance may be undertaken by local 
authorities; and 

 Providing a scheme for the giving of authorisations. 

1.10 The Monitoring Officer is the designated Senior Responsible Officer and is thereby 
responsible for the oversight of the Policy and the application of the processes, 
training on RIPA and the maintenance of a Central Register of authorisations.  

1.11 The Legal Services Manager (Deputy Monitoring Officer)is the designated RIPA 
Co-ordinating Officer and has operational responsibility for the management and 
oversight of requests and authorisations under RIPA, updating of the Central 
Register of authorisations.  and for liaison with the Magistrates Court in terms of 
any authorisations and renewals.  

1.12 If the Council fails to obtain an authorisation for surveillance in accordance with the 
scheme set out in the RIPA it has not thereby committed a criminal offence nor is it 
automatically subject to any sanction or penalty imposed under civil law. However, 
in the absence of authorisation there is a risk that the Council will not be able to 
demonstrate that any covert surveillance has been carried out on a lawful basis. 
There then arises the further risk that any proceedings which the Council is then 
undertaking against the person concerned (eg statutory enforcement proceedings 
or a prosecution) may be subject to a successful challenge and/or the Council may 
be subject to a legal claim for compensation by the person concerned. Any error 
should be drawn to the attention of the Senior Responsible Officer and may need to 
be reported to the Investigatory Powers Commissioner’s Office in accordance with 
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the Section 8 of the Covert Surveillance and Property Interference Code of 
Practice. 

1.13 In order to provide public authorities with guidance the former Office of the 
Surveillance Commissioners (“OSC”) and the Government issued various Codes of 
Guidance.  The OSC has been superseded with effect from August 2018  by the 
Investigatory Powers Commissioner’s Office (IPCO).  The guidance which applies 
to local authorities are: 

 OSC Procedures and Guidance (July 2016); 

 Covert Surveillance and Property Interference (August 2018); and 

 Covert Human Intelligence Sources Codes of Practice (August 2018). 

1.14 The Government has also provided assistance by providing content on its website 
on RIPA. The website sets out the statutory provisions, the Codes and model forms 
for use by public authorities: 

 RIPA codes - GOV.UK 

 RIPA forms - GOV.UK 

The IPCO’s website address is http://www.ipco.org.uk 

1.15 The purposes of this policy document are to explain what the Council’s procedures 
are for the authorisation and carrying out of covert Directed Surveillance and the 
use of Covert Human Intelligence Sources and also to provide guidance for staff 
who are designated as Authorising Officers or who are authorised to carry out 
covert Directed Surveillance or to use or act as Covert Human Intelligence 
Sources. 

1.16 The Protection of Freedoms Act 2012 made two significant changes to how local 
authorities use RIPA. The approval of a Magistrate or Justice of the Peace to a local 
authority authorisation is required. In addition there is a crime threshold relating to 
directed surveillance. A local authority can only grant an authorisation under RIPA 
for the use of directed surveillance where the authority is investigating particular 
types of criminal offence where there is a maximum custodial of six months or more 
or the offences relate to underage sale of alcohol or tobacco, 

1.17 This policy document sets out the key concepts which are used in RIPA. An 
understanding of such key concepts is essential for all officers who are designated 
as Authorising Officers or who are authorised to carry out covert Directed 
Surveillance or who are authorised to use or act as Covert Human Intelligence 
Sources. It also sets out the procedures for obtaining authorisations and the 
Council’s requirements for record keeping. 

1.18 This guidance provides information as to the legislative requirements in relation to 
directed Covert Surveillance and Covert Human Intelligence Sources and the 
authorisation procedures. The guidance is based upon legislation and the Code of 
Practice for Covert Surveillance and Covert Human Intelligence Sources. 

https://www.gov.uk/government/collections/ripa-codes
https://www.gov.uk/government/collections/ripa-forms--2
http://osc.independent.gov.uk/
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1.19 This guidance should ensure that a consistent, simple and effective system is 
applied and maintained throughout the Council. The guidance will be supplemented 
by appropriate training for all relevant employees. 

1.20 The IPCO will from time to time carry out statutory inspections.  A representative of 
the IPCO will look at the Council’s policies and procedures and their application. 

1.21 Surveillance can be an intrusion on the privacy of a citizen. Investigations should 
be conducted in a manner which strikes a fair balance between the rights of 
citizens and the legitimate interests of the public in the proper administration of 
justice and the Council’s functions. Surveillance should only be authorised if this is 
both necessary and proportionate. The application of this Guidance will ensure that 
RIPA is properly applied throughout the Council. 

 Social Media 

1.22 Social networking sites may provide a source of information in investigations.  Care 
should be taken to understand how a social networking site works and whether it 
should be regarded as ‘open source’.  If access controls are applied there is a 
reasonable expectation of privacy so that the site should not be regarded as open 
source.  If privacy settings are available but not applied the date may be considered 
to be open source.   An overview or review of open source social networking sites 
generally will not require an authorisation.  However, if an overview of a site is 
carried out in relation to an individual with regularity this may amount to directed 
surveillance for which an authorisation is required.  Becoming a “friend” on a site or 
being connected” on someone’s business network site to conduct an investigation 
and using a false identity will amount to directed surveillance for which an 
authorisation is required provided it is necessary and proportionate.  An 
authorisation for the use and conduct of a CHIS is necessary if a relationship is 
established. Legal advice should be sought on and before the use of social 
networking sites as part of an investigation. 

  Non RIPA Authorisation 

1.23 RIPA does not grant powers to carry out surveillance. It simply provides a framework 
that allows the Council to authorise and supervise surveillance in a manner that 
ensures compliance with the HRA. Equally RIPA does not prevent surveillance from 
being carried out or require that surveillance may only be carried out under RIPA. 
 

1.24 There may be times when it will be necessary to carry out covert Directed 
Surveillance or use a Covert Human Intelligence Source other than by using RIPA. 
For example there may be a serious internal investigation that may lead to criminal 
proceedings.  In such circumstances RIPA procedures may be appropriate.  
However in relation to an investigation that for example a member of staff or a 
contractor is not carrying out their work as contracted, then a RIPA authorisation is 
not usually available as in such circumstances, because criminal proceedings are 
not normally contemplated. 
 

1.25 Similarly there may be serious cases of neighbour nuisance or involving anti-social 
activity which involve potential criminal offences for which the penalty is below the 
thresholds which would enable use of a RIPA authorisation. Nonetheless in such 
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cases there may be strong grounds for carrying out covert Directed Surveillance or 
use of a Covert Human Intelligence Source. Indeed there may be circumstances in 
which covert Directed Surveillance or use of a Covert Human Intelligence Source is 
the only effective means of efficiently obtaining significant information to take an 
investigation forward. 

1.26 In the circumstances outlined above, a RIPA application may be completed in 
accordance with this Policy and the application must be clearly endorsed in red 
“NON_RIPA SURVEILLANCE” along the top of the first page. The application must 
be submitted in the normal fashion to the Authorising Officer who must consider it 
under the necessity and proportionality test in the same way they would a RIPA 
application.  The normal procedure of timescales, review and cancellations must 
also be followed. Any non RIPA authorisation would not benefit from the protection 
of RIPA to guarantee lawfulness, although steps would be taken to ensure that 
such authorisations complied with other legal requirements such as those under the 
Human Rights Act 1998.  

1.27 The authorisation, regular review, the outcome of any review, renewal applications 
and eventual cancellation must be notified to the Legal Services Manager (Deputy 
Monitoring Officer) in the normal way and using the same timescales as would be 
applicable to a RIPA investigation. However for non RIPA surveillance the 
requirement to seek approval from the Magistrates Court is inapplicable. The 
authorisation, renewal or cancellation for non RIPA surveillance takes effect from 
the date that it is authorised or approved by the Authorising Officer. 
 

Annual Review 

1.28 The policy will be reviewed annually and the Council’s Executive will be provided 
with the opportunity to have an input into this process. 



 

6 

 

Section 2 

Legislative Background 

2.1 The Council can only use Directed Surveillance or a Covert Human Intelligence 

Source for the prevention or detection of crime or for preventing disorder. The 

Council cannot seek to carry out surveillance under the auspices of a RIPA 
authorisation for any other purpose. It is unlawful for a public authority to act in a 
way which is incompatible with a Convention Right. 

2.2 RIPA provides for, and regulates the use of, a range of investigative powers, by a 
variety of public authorities and in particular it: 

 regulates the interception of communications; 

 puts other intrusive investigative techniques on a statutory footing;  

 provides powers to help combat the threat posed by rising criminal use of 
strong encryption; and  

 ensures that there is independent judicial oversight of the powers in the Act. 

2.3 RIPA is consistent with the HRA and creates a system of safeguards reflecting the 
requirements of Article 8 s. It provides that the covert surveillance which is 
undertaken in a manner which is necessary and proportionate for the detection or 
prevention of crime and disorder is lawful. 

2.4 A public authority can only interfere with a person’s Article 8 rights if it can be 
shown that:  

 the interference had a clear legal basis;  

 the aim of the interference was prevention of crime or disorder;  

 it was necessary (and not just reasonable) to interfere with their rights; and  

 the interference was proportionate, that is, going only as far as was required 
to meet the aim. 

2.5 A public authority should weigh all the competing interests carefully so as to justify 
any interference before taking decisions affecting people’s rights under Article 8. 
Rights under Article 8 may need to be balanced against other rights, for example, 
the right to free expression. 

2.6 A public authority must also make a risk assessment on any possible collateral 
intrusion, ie impact on the lives of third parties who are not directly involved. 

2.7 Parts of RIPA are only relevant to police and other law enforcement agencies such 
as, the provisions relating to intrusive surveillance. However the parts of RIPA 
relating to the use of covert Directed Surveillance, agents, informants and 
undercover officers are relevant to public authorities such as the Council. The 
Council cannot undertake any intrusive surveillance. 



 

7 

 

2.8 An authorisation and any renewal  requires the approval of a Magistrate or Justice 
of the Peace and the crime threshold must be met in relation to directed Covert 
Surveillance or the use of a CHIS under RIPA. 
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Section 3 

Directed Surveillance and Covert Human Intelligence Source 
(CHIS) 

3.1 The Council is allowed to carry out Directed Surveillance and Covert Human 
Intelligence Sources (CHIS). Anyone who is engaged in the application of RIPA 
should have an understanding of the key definitions and considerations which are 
set out and commented upon in this Guidance and this Section 3. 

3.2 Surveillance is defined in RIPA as: 

 monitoring, observing, listening to persons, their movements, conversations, 
other activities or communications; 

 recording anything monitored, observed or listened to in the course of 
surveillance; or 

 surveillance by or with the assistance of a surveillance device. 

Surveillance can be directed or intrusive.  

3.3 Directed Surveillance is: 

 covert. Surveillance is covert if, and only if, it is carried out in a manner 
calculated to ensure that persons subject to the surveillance are unaware it is 
taking place; 

 not intrusive. Surveillance is intrusive only if it is covert and: 

o is carried out in relation to anything taking place on residential 
premises or in a private vehicle; and 

o involves the presence of an individual on the premises or vehicle or is 
carried out by a surveillance device; 

 undertaken for the purpose of a specific investigation or operation in a way 
likely to obtain private information about a person whether or not that person 
is specifically targeted for purposes of an investigation (otherwise than by 
immediate response to events which would make seeking authorisation 
under RIPA unreasonable e.g. spotting something suspicious and continuing 
to observe it). 

3.4 RIPA states that surveillance does not include: 

a) any conduct of a Covert Human Intelligence Source for obtaining or 
recording (whether or not using a surveillance device) any information which 
is disclosed in the presence of the source;  

b) the use of a Covert Human Intelligence Source for so obtaining or recording 
information; or 
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c)  any entry on or interference with property or wireless telegraphy as this 
would be unlawful unless authorised under warrants for the intelligence 
service legislation or powers of police and customs officers. 

3.5 Is the surveillance covert? 

 Surveillance is covert if and only if it is carried out in a manner that is calculated to 
ensure that persons who are subject to the surveillance are unaware that it is or 
may be taking place. 

 Whether or not the surveillance is covert is the first question which should be asked 
when considering the seeking of authorisation; if it is not covert, the framework of 
RIPA will not apply. Overt surveillance should be used whenever possible. 

3.6 Is it for the purposes of a specific investigation or a specific operation? 

 This may include, for example, an anti-fraud operation conducted in relation to 
Housing / Council Tax Benefits. 

3.7 Is it in such a manner that is likely to result in the obtaining of private information 
about a person? 

 ‘Private Information’ is any information relating to a person’s private or family life. 

 For example, an investigation is to observe a person’s home to determine his / her 
comings and goings would be covered.  

3.8 Is it otherwise than by way of an immediate response to events or circumstances 
where it is not reasonably practicable to get authorisation? 

 The Codes explain how a (Police) Officer would not require an authorisation to 
conceal himself and observe a suspicious person he came across in the course of 
a patrol. 

 However, if as a result of an immediate response, a specific investigation 
subsequently takes place that brings it within the RIPA framework. 

3.9 Is the Surveillance Intrusive? 

 Directed surveillance becomes Intrusive Surveillance if it: 

 a) is carried out in relation to anything taking place on any residential premises 
or in any private vehicle; and 

 b) involves the presence of an individual on the premises or in the vehicle or is 
carried out by means of a surveillance device. 

Furthermore, surveillance is intrusive if it is carried out by means of a surveillance 
device in relation to anything taking place on any residential premises or in any 
private vehicle but is carried out without that device being present on the premises 
or in the vehicle, where the device is such that it consistently provides information 
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of the same quality and detail as might be expected to be obtained from a device 
actually present on the premises or in the vehicle. 

If the device is not on the premises or in the vehicle, it is only Intrusive Surveillance 
if it consistently produces information of the same quality as if it were. This might 
catch sound recording equipment which is placed in premises next door to the 
premises which is under investigation. 

 Commercial premises and vehicles are excluded from intrusive surveillance. 

3.10 A local authority cannot undertake intrusive surveillance, only directed Covert  
Surveillance and the use of a CHIS. 

3.11 A person is a CHIS if he/she establishes or maintains a personal or other 
relationship with a person for the purpose of facilitating the doing of anything that: 

 covertly uses such a relationship to obtain information or to provide access to 
information to another person; or 

 covertly discloses information obtained by the use of such a relationship, or 
as a consequence of the existence of such a relationship. 

3.12 The Authorising Officer must be satisfied that the conduct or use is proportionate to 
what is sought to be achieved and that arrangements are in place to ensure 
appropriate levels of management and oversight and that records contain the 
statutory particulars and are not available except on a need to know basis. 

3.13 Conduct is defined as establishing or maintaining a personal or other relationship 
with a person for the covert purpose of (or is incidental to) obtaining and passing on 
information. Use is defined as actions inducing, asking or assisting a person to act 
as a CHIS. 

3.14 Directed surveillance and CHIS may be authorised by the individuals identified in 
Annex A. The categories of officers who may grant authorisations are specified by 
regulation. The Council has granted specific authorisations in line with the statutory 
requirements. An Authorising Officer has specific responsibilities under RIPA and 
the Code of Practice. Any Authorising Officer must be aware of the relevant 
statutory requirements and address their  mind to the relevant issues. 

3.15 An Authorising Officer must believe the authorisation to be proportionate to what is 
sought to be achieved by carrying it out and necessary to prevent or detect crime or 
prevent disorder. 

3.16 A record of all authorisations must be maintained. The records are subject to 
inspection by the Investigatory Powers Commissioner’s Office. 
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Section 4 

Authorisations 

The Authorisations and the Approval of a Justice of the Peace 

4.1 An authorisation is required both through the Council’s internal processes and 
externally from a Magistrate or Justice of the Peace. The internal process must be 
completed in its entirety and then an application must be made to a Magistrate or 
Justice of the Peace for approval to a grant or a renewal of an authorisation. An 
authorisation is not effective until it has obtained the authorisation from a 
Magistrate or Justice of the Peace and the directed Covert  Surveillance or the use 
of the Covert Human Intelligence Source cannot take place until the authorisation 
from the Magistrate or Justice of the Peace is obtained. 

Directed Surveillance 

4.2 An authorisation under Part II of RIPA will provide lawful authority to carry out 
surveillance. RIPA does not impose a requirement on the Council to seek or obtain 
an authorisation where one is available under RIPA. However, where there is an 
interference by the Council with the right to respect for private and family life 
guaranteed under Article 8 of the HRA and where there is no other source of lawful 
authority, the consequence of not obtaining an authorisation under RIPA may be 
that the action is unlawful by virtue of Section 6 of the HRA. The Police and 
Criminal Evidence Act 1984 (PACE) also regulates the admissibility of evidence. 
The proper authorisation of surveillance should ensure the admissibility of such 
evidence under common law, PACE and the HRA. 

4.3 Employees of the Council are required to seek an authorisation where the 
surveillance is likely to interfere with a person’s rights to privacy by obtaining 
private information about that person, whether or not that person is the subject of 
the investigation or operation. The obtaining of an authorisation will ensure that the 
action is carried out in accordance with the law and will be subject to stringent 
safeguards against abuse. 

4.4 The obtaining of an authorisation under RIPA will ensure that there is a justifiable 
interference with an individual’s Article 8  rights only if it is necessary and 
proportionate for these activities to take place. RIPA requires that the person 
granting an authorisation believes that the authorisation is necessary in the 
circumstances of the particular case for the statutory ground. 

4.5 If the activities are necessary, the person granting the authorisation must believe 
that they are proportionate to what is sought to be achieved by carrying them out. 
The Authorising Officer must balance the intrusiveness of the activity on the target 
and others who might be affected by it against the need for the activity in 
operational terms. The activity will not be proportionate if it is excessive in the 
circumstances of the case or if the information which is sought could reasonably be 
obtained by other less interfering or intrusive means. All such activity should be 
carefully managed to meet the objective in question and must not be arbitrary or 
unfair. 
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4.5.1 An Authorising Officer and the officer who intends to carry out the surveillance must 
consider whether the crime threshold is met. Each officer should be aware of the 
nature of the offence which is the subject of the investigation. The offence should 
be identified. The maximum custodial sentence which is available for the offence 
should be identified and both the authorising officer and the officer carrying out the 
surveillance must be satisfied that the maximum sentence is one of six months or 
more or the offence itself relates to the underage sale of alcohol and tobacco. 

4.6 The Conditions for Authorisation – Directed Surveillance 

4.6.1 For Directed Surveillance no officer shall grant an authorisation for the carrying out 
of directed surveillance unless he or she believes: 

 a) that an authorisation is necessary (on the grounds detailed below); and 

b) the authorised surveillance is proportionate to what is sought to be 
achieved by carrying it out. 

4.6.2 An authorisation must be necessary for the purpose of preventing or detecting 
crime. 

4.6.3 Significant consideration must be given to the issue of necessity. Everyone has 
the right to respect for their private and family life (Article 8, Human Rights Act 
1998). There shall be no interference with this right other than is necessary in the 
interests of the prevention of crime and disorder. ‘Necessity’ has to be established 
on the facts of each individual case before an individual’s rights of privacy can be 
legitimately infringed. 

4.6.4 Section 80 of RIPA provides a general saving for lawful conduct, i.e. if the conduct 
in question does not require authorisation under the Act and is lawful in any event 
then it continues to be lawful. The effect of this section is that if the Council’s duty 
can be carried out without recourse to an authorisation then that is the preferred 
way to do it. In other words, if the required information can be obtained by overt 
means in any given circumstance, covert surveillance can never be necessary. 
The authorisation forms contain a section in which the applicant is required to 
identify why covert surveillance is necessary in any given case. It is the task of the 
Authorising Officer to apply their their  mind to this, as well as 
proportionality, before granting an authorisation. 

4.6.5 In addition the authorisation for the activity must be proportionate. This involves a 
balancing exercise of the need for the activity in operational terms against the 
degree of interference with the rights of the subject of the surveillance and of any 
other persons. It will not be proportionate if the interference is excessive in the 
circumstances of the case or if the information could have been obtained using less 
intrusive means. All activity must be carefully managed and must not be arbitrary or 
unfair. 

4.6.6 The onus is therefore on the Authorising Officer who is considering an application 
to authorise surveillance to be satisfied that it is: 

 a) necessary for the ground stated above; and 



 

13 

 

 b) is proportionate to its aim. 

4.7 An Authorising Officer should take into account the risk of interference or intrusion 
into the privacy of persons other than those who are directly the subjects of the 
investigation or operation (collateral intrusion) before authorising the surveillance. 
Measures should be taken, wherever practicable, to avoid or minimise unnecessary 
intrusion into the lives of those not directly connected with the investigation or 
operation. 

4.8 An application for an authorisation should include an assessment of the risk of any 
collateral intrusion. An Authorising Officer should take this into account when 
considering the proportionality of the surveillance. 

4.9 Any officer carrying out the surveillance should inform the Authorising Officer if the 
investigation or operation unexpectedly interferes with the privacy of individuals 
who are not covered by the authorisation. When the original authorisation may not 
be sufficient, consideration should be given to whether the authorisation needs to 
be amended and re-authorised or a new authorisation is required. 

4.10 Any person granting or applying for an authorisation or warrant will need to be 
aware of any particular sensitivities in the local community where the surveillance is 
taking place and of any similar activities being undertaken by other public 
authorities which could impact on the deployment of surveillance. Where combined 
authorisations are necessary one agency can act on behalf of another and obtain 
the necessary authorisation. 

The Central Register 

4.11 A central register of all authorisations is held by the Monitoring Officer on behalf of 
the Council as the Senior Responsible Officer. The central register will be regularly 
updated by Legal Services Manager (Deputy Monitoring Officer) (as RIPA Co-
ordinating Officer) whenever an authorisation is granted, renewed, cancelled or 
reviewed. The register will be made available to a representative of the 
Investigatory Powers Commissioner’s Office upon request. The register must be 
retained for a period of at least three years. The central register must contain the 
details of any authorisation and in particular the following information:- 

 the type of authorisation/warrant; 

 the date the authorisation was given; 

 the name, job title and grade of the Authorising Officer; 

 the unique reference number (URN) of the investigation or operation; 

 the title of the investigation or operation, including a brief description and 
names of the subjects, if known; 

  if the authorisation is reviewed, when it was reviewed, who carried out the 
review, and the result of the review; 
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 details of any attendances at the Magistrates Court, to include the date and 
time of the hearing, the determining Magistrate, the decision reached and the 
date of decision;   

 if the authorisation is renewed, when it was renewed and who authorised the 
renewal, including the name, post title and grade of the Authorising Officer; 

 whether the investigation or operation is likely to result in obtaining 
confidential or privileged information as defined in the Code of 
Practice;whether the authorisation was granted by an individual directly 
involved in the investigation 

 the date of the order from a Magistrate or Justice of the Peace confirming the 
authorisation; 

 the date the authorisation was cancelled; 

 where any application is refused, the grounds for refusal given by the issuing 
authority or Judicial Commissioner  

 The URN in each case will follow the format “L/001” where “L” will be initials 
denoting the relevant service area followed by a sequential number commencing at 
001. 

4.12 In all cases, the Authorising Officer will maintain the following documentation:  

 a copy of the application and a copy of the authorisation together with any 
supplementary documentation and notification of the approval given by the 
Authorising Officer; 

 a record of the period for which the surveillance has taken place; 

 the frequency of reviews prescribed by the Authorising Officer; 

 a record of the result of each review of the authorisation; 

 a copy of any renewal of an authorisation, together with the supporting 
documentation submitted when the renewal was requested; 

 details of the application to the Court and a copy of the order from the 
Magistrate or  Justice of the Peace 

 the date and time when any instruction was given by the Authorising Officer. 

 All original documents and authorisations and ancillary documents will be 
forwarded to the Monitoring Officer as the Senior Responsible Officer for inclusion 
on the central file within seven days of their completion. The originals of any 
relevant documentation should be supplied to the Monitoring Officer for inspection 
or monitoring purposes when requested. All such documentation must be identified 
with the relevant URN.  An authorisation may be cancelled orally.  The details of 
when and by whom this was done should be endorsed on the cancellation form 
when it is completed and recorded on the central register. 
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4.13 Where the product of surveillance could be relevant to pending or future criminal or 
civil proceedings, it should be retained in accordance with the disclosure 
requirements for a suitable further period, subject to any subsequent review. RIPA 
does not prevent material obtained from properly authorised surveillance being 
used in other investigations. Authorising Officers must ensure that arrangements 
are in place for the handling, storage and destruction of material obtained through 
the use of covert surveillance. Authorising Officers must ensure compliance with 
any data protection requirements in addition. 

4.14 RIPA does not provide any special protection for “confidential information”. 
Nevertheless, particular care should be taken in cases where the subject of the 
investigation or operation might reasonably expect a high degree of privacy or 
where confidential information is involved. Confidential information consists of 
matters subject to legal privilege, confidential personal information or confidential 
journalistic material. In a case where surveillance is likely to lead to knowledge of 
confidential information the Head of Paid Service (namely the Chief Executive) or 
(in his absence) the Deputy Chief Executive  must make the necessary 
authorisation (see Annex A). 

4.15 Legal privilege does not apply to communications made with the intention of 
furthering a criminal purpose (whether the lawyer is acting unwittingly or culpably). 
However, privilege is not lost if a professional legal adviser is properly advising a 
person who is suspected of having committed a criminal offence. A substantial 
proportion of the communications between a lawyer and their client(s) may be 
subject to legal privilege. 

4.16 RIPA does not provide any special protection for legally privileged information. 
Nevertheless, such information is particularly sensitive and surveillance which 
acquires such material may engage Article 6 (right to a fair trial) as well as Article 8 
(right to respect for private and family life) of the HRA. Therefore an application for 
surveillance which is likely to result in the acquisition of legally privileged 
information should only be made in exceptional and compelling circumstances and 
full regard should be had to the proportionality issues. The application should state 
how likely it is that information subject to legal privilege will be acquired and 
whether one of the purposes of the surveillance is to obtain legally privileged 
information. If in any doubt advice from the Legal Services Manager (Deputy 
Monitoring Officer) should be sought on the handling or dissemination of 
information which may be subject to legal privilege. 

4.17 Similar consideration must also be given to authorisations that involve confidential 
personal information and confidential journalistic material. Personal information is 
that concerning an individual (living or dead) who can be identified from it and 
relating to their physical or mental health or to spiritual counselling or assistance 
given or to be given to him/her. Confidential personal information is personal 
information which a person has acquired or created in the course of any trade, 
business, profession or other occupations, and which he/she holds in confidence; 
and communications as a result of which personal information is acquired or 
created and held in confidence. 
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4.18 Confidential journalistic material includes material acquired or created for the 
purposes of journalism and held subject to an undertaking to hold it in confidence, 
as well as communications resulting in information being acquired for the purposes 
of journalism and held subject to such an undertaking. 

4.19 Under RIPA an authorisation for covert Directed Surveillance may be granted by an 
Authorising Officer only where he/she believes that the authorisation is necessary 
and proportionate in the circumstances of the particular case solely if it is: 

 for the purpose of preventing and detecting crime or of preventing disorder. 

4.20 An Authorising Officer must believe that the surveillance is proportionate to what it 
seeks to achieve. An Authorising Officer must consider the surveillance is 
necessary for the purpose of preventing and detecting crime or preventing order. 
An Authorising Officer must address and consider proportionality and necessity in 
each case in deciding whether or not to grant the authorisation. 

4.21 The responsibility for authorising the carrying out of directed surveillance rests with 
the Authorising Officer and requires their personal authority.  

4.22 An Authorising Officer must give authorisations in writing. 

4.23 Authorising Officers should not be authorising investigations or operations in which 
they are directly involved. 

4.24 A written application for authorisation for directed surveillance should describe any 
conduct to be authorised and the purpose of the investigation or operation. The 
application should include: 

 the reasons why the authorisation is necessary in the particular case for the 
purpose of prevention and detecting crime; 

 the reasons why the surveillance is considered proportionate to what it seeks 
to achieve; 

 the nature of the surveillance; 

 the identities, where known, of those to be the subject of the surveillance; 

 an explanation of the information which it is desired to obtain as a result of 
the surveillance; 

 the details of any potential collateral intrusion and why the intrusion is 
justified; 

 the details of any confidential information which is likely to be obtained as a 
consequence of the surveillance; 

 the level of authority required (or recommended where that is different) for 
the surveillance; and 

 a subsequent record of whether authority was given or refused, by whom and 
the time and date. 
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 An Application for directed surveillance authorisation must be made on the 
appropriate Form (please refer to Section 8). 

4.25 A written authorisation will cease to have effect (unless renewed) at the end of a 
period of three months beginning with the day on which it took effect. 

4.26 Regular reviews of authorisations should be undertaken to assess the need for the 
surveillance to continue. The results of a review should be recorded on the central 
record of authorisations. Where the surveillance provides access to confidential 
information or involves collateral intrusion authorisations should be reviewed at 
least monthly. Authorising Officers should determine how often a review takes 
place. The appropriate form must be used in reviewing a covert Directed 
Surveillance authorisation (see Section 8). 

4.27 Before an authorisation ceases to have effect, the Authorising Officer may renew it 
in writing for a further period of three months if he/she considers it necessary for 
the authorisation to continue for the purpose for which it was given. 

4.28 A renewal takes effect at the time at which, or day on which the authorisation would 
have ceased to have effect but for the renewal. An application for renewal should 
not be made until shortly before the authorisation period is drawing to an end. Any 
person who would be entitled to grant a new authorisation can renew an 
authorisation. Authorisations may be renewed more than once provided they 
continue to meet the criteria for authorisation. 

4.29 All applications for a renewal of an authorisation for directed surveillance should 
record: 

 whether this is the first renewal or every occasion on which the authorisation 
has been renewed previously; 

 any significant changes to the information provided on first application; 

 the reasons why it is necessary to continue with the directed surveillance; 

 the content and value to the investigation or operation of the information so 
far obtained by the surveillance; and 

 the results of regular reviews of the investigation or operation. 

The renewal should be kept/recorded as part of the central register of 
authorisations. 

A renewal of a directed surveillance authorisation must be done using the 
appropriate form (see Section 8).  A renewal also will require the approval of a 
Magistrate. 

4.30 An Authorising Officer who granted or last renewed the authorisation must cancel it 
if he/she is satisfied that the directed surveillance no longer meets the criteria upon 
which it was authorised. Where the Authorising Officer is no longer available, this 
duty will fall on either the person who has taken over the role of Authorising Officer 
or another Authorising Officer. 
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4.31 As soon as a decision is taken that covert Directed Surveillance should be 
discontinued, an instruction must be given to those involved to stop all surveillance 
of the subject(s). The date and time when such an instruction was given should be 
recorded in the central record of authorisations and the notification of cancellation. 

 A cancellation of a Directed Surveillance authorisation must be done using the 
appropriate form (see Section 8). 

4.32 RIPA establishes an independent Tribunal. This Tribunal will be made up of senior 
members of the judiciary and the legal profession and is independent of the 
government. The Tribunal has full powers to investigate and decide any case within 
its jurisdiction. 

Covert Human Intelligence Sources 

4.33 The provisions relating to CHIS do not normally apply where members of the public 
volunteer information to the Council, as part of their normal civic duties, or to 
contact numbers set up to receive information. The provisions may apply if a 
personal relationship is established or information is provided repeatedly. In 
practice the use of CHIS by the Council should be very limited. 

4.34 The rules relating to necessity, proportionality, collateral intrusion and combined 
authorisations are the same for CHIS as they are for directed surveillance. 

4.35 The Authorising Officer must be satisfied that the use of a Covert Human 
Intelligence Source is necessary and proportionate. Authorisations should be 
given in writing as described in paragraph 4.23 above and Authorising Officers 
should not be responsible for authorising their own activities e.g. acting as source 
or tasking a source save exceptionally where this would otherwise be unavoidable. 

4.36 A central register of all authorisations will be held by the Monitoring Officer on 
behalf of the Council and regularly updated whenever an authorisation is granted, 
renewed or cancelled. The central register will include records relating to the 
management of the CHIS. This register will be retained for a period of at least three 
years from the ending of the authorisation. 

4.37 An application for the use or conduct of a source should record: 

 details of the purpose for which the source will be tasked or deployed; 

 the grounds on which authorisation is sought (e.g. for the purpose of 
preventing or detecting crime or preventing disorder); 

 where a specific investigation or operation is involved, details of that 
investigation or operation; 

 details of what the source will be tasked to do; 

 details of the level of authority required (or recommended, where that is 
different); 

 details of any potential collateral intrusion; and 
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 details of any confidential material that might be obtained as a consequence 
of the authorisation. 

4.38 The conduct so authorised is any conduct that: 

a) is comprised in any such activities involving conduct of a Covert Human 
Intelligence Source, or the use of a Covert Human Intelligence Source, as 
are specified or described in the authorisation; 

b) consists in conduct by or in relation to the person who is so specified or 
described as the person to whose actions as a Covert Human Intelligence 
Source the authorisation relates; and 

c) is carried out for the purposes of, or in connection with, the investigation or 
operation so specified or described. 

4.39 Nothing in  RIPA prevents material obtained from the use or conduct of the source 
being used in evidence in Court proceedings. Existing Court discretion and 
procedure can protect, where appropriate, the disclosure of the source’s identity. 

4.40 The Authorising Officer must consider the safety and welfare of that source, and 
the foreseeable consequences to others of the tasks they are asked to carry out. A 
risk assessment should be carried out before authorisation is given. 
Consideration for the safety and welfare of the source, even after cancellation of 
the authorisation, should also be considered. 

4.41 Before authorising the use or conduct of a source, the Authorising Officer should 
believe that the conduct/use including the likely degree of intrusion into the privacy 
of those potentially affected is proportionate to what the use or conduct of the 
source seeks to achieve. He/she should also take into account the risk of any 
collateral intrusion into the privacy of persons other than those who are directly the 
subjects of the operation or investigation. Measures should be taken, wherever 
practicable, to avoid unnecessary intrusion into the lives of those not directly 
connected with the operation. 

4.42 Proper records must be kept of the authorisation and use of a source. An 
Authorising Officer must not grant an authorisation for the use or conduct of a 
source unless he believes that there are arrangements in place for ensuring that 
there is at all times a person with the responsibility for maintaining a record of the 
use made of the source. 

Records or copies of the following will be kept by the relevant service area and the 
originals should be sent to Monitoring Officer: 

 the authorisation together with any supplementary documentation and 
notification of the approval given by the Authorising Officer; 

 any renewal of the authorisation, together with the supporting documentation 
submitted when the renewal was requested; 

 the reason why the person renewing an authorisation considered it 
necessary to do so; 
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 any risk assessment made in relation to the source; 

 the circumstances in which tasks were given to the source; 

 the value of the source to the investigating authority; 

 a record of the results of any reviews of the authorisation; 

 the reasons, if any, for not renewing an authorisation; 

 the reasons for cancelling an authorisation; 

 the date and time when any instruction was given by the authorising officer to 
cease using a source. 

4.43 The records kept by the Council, by the Monitoring Officer should be maintained in 
such a way as to preserve the confidentiality of the source and the information 
provided by that source. An officer should be designated who will have 
responsibility for maintaining a record of the use made of the source. 

4.44 The rules relating to confidential information are the same for CHIS and directed 
surveillance. 

 Status Drift 

4.45 Officers should be careful to ensure individuals who are not a CHIS at the outset of 
an investigation become one through a process known as ‘status drift’.  A person 
may provide information initially about an individual and then be inadvertently 
asked to provide further information and in so doing operate and act as a CHIS.  
Any Officer who handles such a person should be aware of the risks to ensure 
status drift does not happen and be sufficiently aware to recognise if it may occur.  
Legal advice should be sought in circumstances where status drift may occur. 

4.46 The Authorising Officer concerned should attend Court to substantiate the 
application for the order to the Justice of the Peace. The authorising officer should 
be aware of the circumstances of the application and be able to justify why the 
authorisation is considered to be necessary and proportionate. If the order is 
approved the Magistrate or Justice of the Peace will sign it. The original of the order 
should be provided to the Monitoring Officer (in the capacity of  Senior Responsible 
Officer) for retention with the Council’s central records. A copy of the order should 
be retained by the officer concerned. 

4.47 The Government has issued guidance to local authorities on the Judicial approval 
process for RIPA and the crime threshold for covert Directed Surveillance or the 
use of a CHIS. The guidance contains the specimen form of the application for 
Judicial approval and the order made on such an application. The guidance is 
available on the Government website. 

RIPA codes - GOV.UK 

https://www.gov.uk/government/collections/ripa-codes
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Management and Tasking of Sources 

4.48 The Authorising Officer must ensure that satisfactory arrangements exist for the 
management of the source and for bringing to their attention any concerns about 
the personal circumstances of the source insofar as they might affect: 

 the validity of the risk assessment; 

 the proper conduct of the source operation; and 

 the safety and welfare of the source. 

 Where such information is brought to the attention of the Authorising Officer, they  
shall determine whether or not the authorisations shall continue. 

Use and Conduct of a Source 

4.49 Authorisation for the use and conduct of a source is required prior to any tasking. 
Tasking is an assignment given to the source, asking him or her to obtain 
information, to provide access to information or to otherwise act, incidentally, for the 
benefit of the relevant public authority. It may involve the source infiltrating existing 
criminal activity in order to obtain that information. 

4.50 A vulnerable person should only be authorised to act as a source in the most 
exceptional circumstances. A vulnerable individual is a person who is or may be in 
need of community care services by reason of mental or other disability, age or 
illness and who is or may be unable to take care of himself/herself, or unable to 
protect himself against significant harm or exploitation. If a vulnerable individual is 
to be used as a source the authorisation has to be by the Chief Executive as Head 
of Paid Service or in his absence the Deputy Chief Executive. (see Annex A). 

4.51 Special safeguards apply to the use or conduct of juvenile sources; that is sources 
under the age of 18 years. On no occasion should the use or conduct of a source 
under 16 years of age be authorised to give information against their parents or any 
person who has parental responsibility for him/her. An appropriate adult must be 
present at meetings involving a source under 16 years of age. Before an 
authorisation is granted for the use of a source under 18 years of age a proper risk 
assessment must be carried out in relation to the nature and magnitude of risk of 
physical or psychological distress. The person considering the authorisation must 
be satisfied that the risks are identified and justified and that they have been 
properly explained to and understood by the source. It is recommended that advice 
from the Legal Section is taken in cases involving juveniles. Authorisations for 
juvenile sources will be granted by the Chief Executive as Head of Paid Service or 
in his absence the Deputy Chief Executive (see Annex A).  

The duration of such an authorisation is one monthfour months and should be 
reviewed at least monthly. instead of twelve months. 

4.52 An authorisation for the use or conduct of a source may be granted where he/she 
believes it is necessary for one of the specified reasons, for the purpose of 
preventing and detecting crime or of preventing disorder. The Authorising Officer 
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must believe that the authorised use or conduct of a source is proportionate to what 
is sought to be achieved by that use or conduct. 

4.53 Responsibility for authorising the use or conduct of a source rests with the 
Authorising Officer and all authorisations require the personal authority of the 
Authorising Officer. Authorisations must be in writing.  Authorising officers should 
not be responsible for authorising their own activities. 

The application and authorisation process for CHIS must be completed on the 
relevant Form. All forms are accessible through the Government website  (See 
Section 8). 

4.54 Any authorisation, prior to it be being acted must be followed up by an application 
to the Magistrates Court for an order approving the authorisation. 

Duration and Renewals 

4.55 Authorisations lapse if they are not renewed: 

 in 12 months  from date of last renewal if it is for the conduct or use of a 
Covert Human Intelligence Source, or 

 in all other cases (i.e. Directed Surveillance) 3 months from the date of their 
grant or latest renewal. 

4.56 An authorisation can be renewed at any time before it ceases to have effect by any 
person entitled to grant a new authorisation in the same terms. However, for the 
conduct of a Covert Human Intelligence Source, a person should not renew unless 
a review has been carried out and that person has considered the results of the 
review. A review must cover what use has been made of the source, the tasks 
given to them and information obtained. 

4.57 Regular reviews should be carried out of all authorisations which have been issued: 
it is for the Authorising Officer to determine the frequency of reviews to be carried 
out. Once a review has been conducted the result should be notified in writing to 
the Monitoring Officer as the Senior Responsible Officer in order that it may be 
recorded on the Central Register. In the case of CHIS authorisations, the review 
should include the use made of the source. In particular, reviews should be carried 
out frequently when it is likely that confidential material may be obtained or 
collateral intrusion may take place. 

4.58 An authorisation may be renewed, before it expires.  A renewal may be for up to a 
further 3 months (Directed Surveillance or, 12 months CHIS) if the Authorising 
Officer considers this to be necessary. An application for renewal, in the case of 
Directed Surveillance should record: 

 whether this is the first renewal or every occasion on which the authorisation 
has been renewed previously; 

 any significant changes to the information; 
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 the reasons why it is necessary to continue with the Directed Surveillance / 
use of the source; 

 the content and value to the investigation or operation of the information so 
far obtained by the surveillance; 

 in the case of a CHIS the use made of the source since the date of the 
authorisation / renewal the tasks given to him and the information obtained 
from him; and 

 the results of regular reviews of the investigation or operation. 

4.59 Authorisations may be renewed more than once, if necessary, and the renewal 
should be kept / recorded as part of the central record of authorisations. Any 
renewal, prior to it be being acted must be followed up by an application to the 
Magistrates Court for an order approving the renewal. 

Application to a Justice of the Peace 

4.60 Once the internal approval process has been completed and an authorisation has 
been granted an application must be made to the Magistrates Court for the 
approval or renewal of the authorisation. The officer who is undertaking the directed 
surveillance should contact the Legal Services Manager (Deputy Monitoring 
Officer)who will arrange for a hearing in the Magistrates Court. The hearing will 
relate to the application for an order. The Legal Services Manager (Deputy 
Monitoring Officer)will review the proposed authorisations taking account of the 
terms of any applicable guidance, the statutory provisions and this Policy. If the 
Legal Services Manager (Deputy Monitoring Officer)is not satisfied with any aspect 
of the proposed authorisation they will refer the matter and authorisation to the 
Authorising Officer for re-consideration and review. The Legal Services Manager 
(Deputy Monitoring Officer)will act as a control on the need for and terms of an 
authorisation.  An authorisation should only be referred for judicial approval if the 
Legal Services Manager (Deputy Monitoring Officer)is satisfied this is appropriate. 
The Legal Services Manager (Deputy Monitoring Officer)will formally record their 
observations and approval or disapproval with proposed authorisations. The Legal 
Services Manager (Deputy Monitoring Officer)will prepare the application for 
Judicial approval and the draft order for that approval. The Legal Services Manager 
(Deputy Monitoring Officer)will provide copies of the application and a draft order to 
the officer who attends Court. The Legal Services Manager (Deputy Monitoring 
Officer)will inform the officer concerned of the date of the hearing. Ordinarily, the 
Legal Services Manager (Deputy Monitoring Officer)will not be required to attend 
court but may do so on request. All officers who attend court should have the 
appropriate authorisation from the Council to appear in Court.  

Cancellations 

4.61 The Authorising Officer has a statutory duty to cancel an authorisation once 
satisfied that the criteria for authorisation of Directed Surveillance or the use or 
conduct of a source (as appropriate) are no longer satisfied (s45 RIPA) or the 
offence which is being investigated no longer meets the crime threshold. If the 
Authorising Officer is no longer available the task will fall on the person who has 
taken over the role of Authorising Officer. 
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4.62 Authorising Officers are responsible for ensuring that authorisations undergo timely 
reviews and are cancelled promptly after Directed Surveillance activity is no longer 
necessary. 

4.63 Authorisations for Directed Surveillance or CHIS are to be securely retained by the 
Authorising Officer, for a period of 3 years from the ending of the Authorisation. 
Where it is believed that the records could be relevant to pending or future criminal 
proceedings, they should be retained for a suitable further period, in accordance 
with established disclosure requirements (e.g. Civil Procedure Rules, Code of 
Practice under the Criminal Procedures and Investigations Act 1996) 
commensurate to any subsequent review. Once the investigation is closed (bearing 
in mind cases may be lodged some time after the initial work) the records held by 
the  service should be disposed of in an appropriate manner (e.g. shredded). 

4.64 Authorising Officers must ensure compliance with the appropriate data protection 
requirements and the relevant codes of practice in the handling and storage of 
material. Where material is obtained by Directed Surveillance or through use of a 
CHIS which is wholly unrelated to a criminal or other investigation or to any person 
who is the subject of the investigation, and there is no reason to believe it will be 
relevant to future civil or criminal proceedings, it should be destroyed immediately. 
Consideration of whether or not unrelated material should be destroyed is the 
responsibility of the Authorising Officer. 

4.65 There is nothing in RIPA that prevents material obtained through the proper use of 
the authorisation procedures from being used in other investigations. However, the 
use of any material obtained by means of covert surveillance and, other than in 
pursuance of the grounds on which it was obtained, should be authorised only in 
the most exceptional circumstances. 
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Section 5 

Implementation of the Guidance 

5.1 It is essential to ensure that there is a consistent implementation of the corporate 
guidelines and policy relating to RIPA and thus in the application of the Act and the 
Codes of Practice. All members of staff who may need to seek an authorisation 
under RIPA should be aware of the legislation, the Codes of Practice and the 
Council’s Corporate Guidance and Policy. Each Assistant Director (which for the 
purposes of this section shall be deemed to include the IT Shared Services 
Manager) will ensure that members of staff have this awareness before engaging 
work which may give rise to the application of RIPA. The Corporate Guidance and 
Policy is available to all members of staff on Sharepoint. 

5.2 The Council’s Corporate Guidance Policy will be available so that there is public 
awareness of this issue and its application within the Council’s departments. 

5.3 Training has been and will continue to be provided to a number of the Council’s 
Officers upon the Act. Members of staff should keep up to date on legislative 
changes through training opportunities or through the receipt of advice and 
guidance from the Legal Section. Periodic refresher training upon RIPA will be 
considered in connection with the review of this guidance and the application of 
RIPA in the Council’s services.  Guidance is available on RIPA from the Legal 
Section.  

5.4 Records relating to authorisations will be maintained within each Council service, 
as appropriate. All records relating to RIPA authorisations must be kept in the 
strictest confidence and accessible only on a strictly ‘need to know’ basis. The 
Monitoring Officer is responsible for the safe keeping of the Central Register. Each 
Assistant Director is responsible for ensuring, where relevant, that all records within 
their section relating to RIPA are kept safely and properly. Access to departmental 
records will be made available to the Monitoring Officer, , Internal Audit and in 
relation to any inspection by the Investigatory Powers Commissioner’s Office. 

5.5 The Monitoring Officer will undertake monitoring of the central and departmental 
records to ensure compliance with the Act, the Code of Practice and this Guidance 
and Policy. In addition the Council’s Director of Resources may undertake an audit 
of the Council’s records to monitor compliance with the legislation, the Code of 
Practice and these guidelines. 

5.6 Every Officer who is undertaking or conducting surveillance must do so within the 
constraints of the authorisation. Every outstanding surveillance authorisation must 
be reviewed on a monthly basis by the Authorising Officer and cancelled if there is 
no need for further surveillance. All Officers shall take responsibility for ensuring the 
propriety of their involvement in the application of surveillance activities. 

5.7 Annex B provides a short statement of the key issues which an Authorising Officer 
must consider when determining whether to grant an authorisation. Annex C 
indicates the key issues to which an applicant for an authorisation must have 
regard in seeking an approval. 
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Section 6 

Codes of Practice 

6.1 There are Government codes of practice that expand on this guidance and copies 
are available on the Government website or on request from Legal Services. 

6.2 The codes do not have the force of statute, but are admissible in evidence in any 
criminal and civil proceedings. As stated in the codes, ‘if any provision of the code 
appears relevant to a question before any Court or tribunal considering any such 
proceedings, or to the tribunal established under RIPA, or to one of the 
commissioners responsible for overseeing the powers conferred by RIPA, it must 
be taken into account’. 

6.3 The Government’s Codes of Practice and guidance on covert surveillance and the 
use of human intelligence sources are available on its website. 

RIPA codes - GOV.UK 

There is specific guidance for local authorities. 

6.4 There is also a separate Procedures and Guidance document published by the 
former Office of Surveillance Commissioners in December 2016 available on the 
IPCO website 

https://www.ipco.org.uk/publication/osc-publication/osc-procedures-and-guidance/  

 

 

https://www.gov.uk/government/collections/ripa-codes
https://www.ipco.org.uk/publication/osc-publication/osc-procedures-and-guidance/
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Section 7 

Benefits of Obtaining Authorisation under the 2000 Act 

7.1 Authorisation of surveillance and human intelligence sources 

 The RIPA states that: 

 of authorisation confers entitlement to engage in a certain conduct; and 

 the conduct is in accordance with the authorisation, then 

 it shall be ‘lawful for all purposes’. 

 However, the corollary is not true – i.e. if you do not obtain the RIPA authorisation it 
does not automatically make any conduct unlawful (e.g. use of intrusive 
surveillance by local authorities). However, you cannot take advantage of any of 
the special RIPA benefits and that may entail that any enforcement action taken by 
the Council following unauthorised conduct they may sue the Council and claim 
compensation. 

7.1 RIPA states that a person shall not be subject to any civil liability in relation to any 
conduct of their which: 

a) is incidental to any conduct that is lawful by virtue of S27(1); and 

b) is not itself conduct an authorisation or warrant for which is capable of being 
granted under a relevant enactment and might reasonably be expected to have 
been sought in the case in question. 
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Section 8 

Standard Forms 

8.1 The standard forms are designed for use by all public authorities. The forms are 
consistent with the Code of Practice. Information should not be removed from the 
standard forms. The forms have been adapted to apply to the Council. 

8.2 The forms are accessible from the Government website  RIPA codes - GOV.UK 

8.3 The forms relating to the approval of a Magistrate or Justice of the Peace are 
accessible on the Government website in the guidance to local authorities on the 
judicial approval process for RIPA. 

https://www.gov.uk/government/collections/ripa-codes
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Annex A 

The employees who are designated to make authorisations for directed surveillance and 
covert human intelligence sources are: 

Chief Officers: 

 the Chief Executive 

 the Deputy Chief Executive  

Assistant Directors are: 

 the Assistant  Director Finance and Human Resources 

 the Assistant Director Communities 

Employees designated to make authorisations for directed surveillance when 
knowledge of confidential information is likely to be acquired 

The Chief Executive or, in his absence, the Deputy Chief Executive. 

Employees designated to make authorisations for Covert Human Intelligence 
Sources when knowledge of confidential information is likely to be acquired or 
vulnerable individual or juvenile is to be used as a source 

The Chief Executive or, in their  absence the Deputy Chief Executive. 

Any designated officer must have had training in the application of RIPA before making 
any authorisations. 
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Annex B 

Authorising Officers and RIPA - Guidance on Key Issues 

The Authorising Officer must consider each application for an authorisation. The 
application should be submitted on the form which is applicable to the particular 
circumstance concerned. The form should be duly completed by the applicant. 

The onus is upon the Authorising Officer personally to be satisfied of the following matters: 

1. The statutory ground as identified in the policy must exist; 

2. An authorisation can only be granted to prevent or detect crime or to prevent 
disorder; 

3. The Authorising Officer must properly consider the application and believe that the 
activities are proportionate to what is sought to be achieved by carrying them out. 
The activities must be considered to be necessary; 

4. Consideration must be given to any risk of any collateral intrusion; 

5. Regard must be had to any data protection implications; and 

6. The crime threshold must be met. 

The Authorising Officer should consider how often the authorisation requires to be 
reviewed and make a diary note of the review date. Consideration should be given as to 
when the authorisation should be cancelled and a diary note made to this effect. 

The Authorising Officer should ensure that the applicant provides the authorisation and 
any renewal or cancellation to the Monitoring Officer for inclusion upon the central 
register. 
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Annex C 

Applicants for Authorisations - Key Issues for Consideration 

The applicant must be satisfied that the authorisation is appropriate, that the statutory 
ground exists and that what is proposed is necessary and proportionate. The crime 
threshold should be met. The applicant must know the alleged offence which is being 
investigated. 

The appropriate application form must be completed in its entirety and provided to one of 
the designated Authorising Officers. An authorisation should last for no longer than is 
necessary. An indication of the length of the authorisation should be established and 
justified. 

A diary note should be made of any review, renewal or cancellation dates. The grant of 
the authorisation and any renewal or cancellation should be sent to the Monitoring Officer 
for retention upon the central register. A copy should be retained. 

If confidential information is likely to be acquired the application for authorisation must be 
submitted to the Chief Executive for approval. 

The applicant must be satisfied that the authorisation is necessary to prevent or detect 
crime or to prevent disorder. 

In order to obtain an authorisation it must be necessary to use covert surveillance and a 
proportionate response: 

 to the mischief; and 

 to the degree of intrusion of the target and any others. 

All alternative means must be considered and have been discounted. 


